Instructions for Flip Recoding (consent form at end of this document)

	IMPORTANT: Bring your laptop to your office on the day you plan to record your patient interview. Transfer and encrypt recording onto your laptop and delete it off the Flip recorder before leaving the office for the day.


Direct observation is one of the best ways to improve one’s interview skills. During the Family Medicine clerkship you will have a unique opportunity to video tape an interview with a real patient and get feedback on that interview. These instructions will help you maximize your learning and assure patient confidentiality. The consent form you need to have patient sign is at the end of this document. Make sure you turn in signed consent to your campus director.
After getting consent from the patient, place the Flip Recorder about 4 feet from you and the patient.  Using an adjustable suture tray as a platform for the recorder works well. Make sure battery is on by checking light in front of Flip Recorder. 

After recording the interview, plug the Flip Recorder into the USB port of your laptop and open the video by selecting "View and Organize with FlipShare".  The FlipShare software is installed on your computer. Select option "Save to Computer" so that you can later edit the video with the FlipShare software. If you prefer to edit with other software you can locate file under CIM/100video and drag to location of your choice without installing software. 

Move the recording from your Flip Recorder to your laptop as soon as possible and before you leave the office. Delete the recording off the Flip Recorder. The Flip Recorder has no security associated with it and if accidentally lost patient confidentiality could be breached. 
Select Clips that you want to show during the DayBack. The easiest way to do this is to note the times on the recording bar when each selection starts and simply drag your cursor to that time when you show the clip. The FlipShare software (installed on your computer when you first plugged in the Flip into your computer) also allows easily allows you to trim the clips. Use the "scissors icons" in the lower right corner and trim the video as you wish, the save the trimmed clip with a different name. Repeat the process with the original video to create a second or third selection. Make sure you watch the final product well in advance of your presentation day to assure that there is adequate volume and that you have captured what you want to show. If you used FlipShare to edit, it is best to show the video using the software as well.
Encrypt the recording on your laptop. Right-click on the recording that you copied to your laptop and choose “Properties”. Click on the “Advanced” button under the General tab, this will open the “Advanced Attributes” window. Click the button labeled “Encrypt contents to secure data”. Click “OK” to close the “Advanced Attributes” window. Click “OK” on the “Properties” window. An “Encryption Warning” window may open. If it does, click “Encrypt the file only” and click “OK”. These series of steps will ensure that file is only accessible when you log onto your laptop using your log-on password. No separate password is needed.   
Bring your laptop to the Day Back where recording will be reviewed. Delete the recording from your laptop as soon as the review session is over. 
Further Tips for Securing Your Patient Data
Cameras holding video of patients should never leave your possession.          

Do not leave recordings of patients on the camera for any length of time before moving them to your computer. This  increases the chances of sensitive data falling into the wrong hands if the camera is lost or stolen.

Do not move or copy the movies off of your computer. The encryption only works on your computer. If you try to copy or move the file somewhere else the encryption might not follow.

Do not e-mail recordings of patients to anyone or upload them anywhere.

 Run full virus scans on your computer from time to time. This is a great way to catch issues before they become full-blown security incidents.

 Report any security incidents to OIS Information Security at security@med.unc.edu, (919) 966-7042, or (919) 843-7925. (This includes lost or stolen cameras storing recordings of patients, viruses, etc. on your computer, or anything else that might put a patient’s data at risk.)
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Consent to be videotaped for Educational Purposes 

________________ (name of practice) helps educate medical students from the University of North Carolina School of Medicine. It is important for these students to learn how to effectively communicate with patients. Videotaping interviews is one effective way to teach this communication skill. I would like to help them improve as future physicians

I consent to having the medical student videotape our interview today. The student will only review the videotape with a medical school teacher and a small group of other medical students. The review will focus on how the student can improve interview skills. This review will happen in the next several weeks. The videotape will be erased after this one educational review. The students and teacher are bound by confidentiality rules and will not reveal my name or any other identifying information outside of that one session.

I have had the opportunity to review and understand the content of this authorization. I understand that this authorization is voluntary. Refusal to participate will not affect my care. I understand that I have the right to retract this authorization at any time. If I retract the authorization, the videotape will be erased and not reviewed further.

I give my permission for the session to be videotaped for educational purposes.

_______________________________ 



______________

Patient signature






Date

(Parent or guardian must sign for a minor 17 years or younger     
