HIPAA Business Associate Agreements

HIPAA requires that the School of Medicine execute a Business Associate Agreement (BAA) with those vendors, entities or persons providing certain functions or services that involve:

1. access to protected health information (PHI)

2. exposure to PHI

3. any transfer of PHI  
These services may or may not require payment to a vendor, entity or person.
Business associate functions and activities include:

· claims processing or administration

· data analysis (processing or administration)
· utilization review

· quality assurance

· billing

· benefit management

· practice management

· re-pricing

Business associate services are:

· legal

· actuarial

· accounting

· consulting

· data aggregation

· management

· administrative

· accreditation

· financial

Some examples of Business Associates include:

· a third party administrator who assists a health plan with claims processing
· a CPA firm whose accounting services to a health care provider involves access to protected health information
· a consultant who performs utilization reviews for a hospital
· a health care clearinghouse that translates a claim from a non-standard format into a standard transaction on behalf of a health care provider and forwards the processed transaction to a payer
· an “independent contractor” medical transcriptionist who provides transcription services to a physician
· clinical services performed by a business associate on behalf of the covered entity; such as temporary staffing, lab services, etc.
A.  When purchasing commodities a Business Associate Agreement is required if:
(1) the company has access to protected data when delivering and installing equipment

(2) protected data stored on equipment is returned to the vendor for any reason
(3) prior to delivery, installation of a preload on the equipment is required, giving access to protected data
B. When purchasing services, a Business Associate Agreement is required if:
(1) vendor personnel are required to have access to protected data
(2) protected data is sent electronically
(3) protected data is stored off site
(4) repair equipment that has been used to store, maintain, retrieve or alter protected data that may or may not have left a signature trace of the information
C.  When purchasing maintenance services, a Business Associate Agreement is 
required if:
(1) vendor personnel must have access to protected data
(2) vendor personnel must have telephonic/electronic access to any equipment or system, which houses or transmits protected data

(3) repair equipment that has been used to store, maintain, retrieve or alter protected data that may or may not have left a signature trace of the information
Exceptions to the Rule:
· Business associate requirements do not apply to:

· covered entities that disclose PHI to other providers for treatment purposes, such as discussions between a hospital and a physician with admitting privileges at the hospital.

· the collection and sharing of PHI by a health plan that is a public benefits program (such as Medicare) and an agency other than the agency administering the health plan (such as the Social Security Administration) that collects PHI to determine eligibility or enrollment, or determines such for the governmental program where the joint activities are authorized by law
· persons or organizations (i.e. janitorial services or electricians) whose functions or services that do not involve the use of PHI and where any access to PHI would be inadvertent
· a person or organization that acts merely as a conduit for PHI; i.e. US Postal Service, FedEx, or UPS
· disclosure of PHI to a researcher for research purposes, either with patient authorization, pursuant to a waiver or as a limited data set
A business associate is not a member of the covered entity’s workforce.
A covered entity can also be the business associate of another covered entity.
If you feel a BAA is needed, please send the following information to Jane_Teeter@med.unc.edu
1. Brief paragraph describing the relationship between UNC SOM and the Business Associate.  A brief description of the products and/or services the Business Associate is providing to UNC SOM. 

How is PHI shared or possibly exposed?  

2. If applicable, a copy of the payment method used to pay the Business Associate.  (e.g.;  independent contract form, purchase requisition, purchase order, underlying agreement for services/goods.)  The office of University Counsel requires that a copy be submitted with the request for a Business Associate Agreement.
3. Name, physical and/or postal address and phone number of the Business Associate.  Name, physical and/or postal address, email address and phone number of the contact person for the Business Associate.
4. Your name, position title, department, phone number and email address.
This information will be sent to the Office of University Counsel to begin the process of executing a BAA.  All School of Medicine BAAs must be executed from the Office of University Counsel.  Once all signatures are obtained, a copy of the BAA will be sent to the originating department.
If you have questions about the BAA process, please contact:

Charles_Foskey@unchealthcare.org or by phone at 843-8640
Jane_Teeter@med.unc.edu or by phone at 843-7919.

Additional information on purchasing may be accessed through the University’s web site http://www.unc.edu/finance/mds/.
