May 2007
Security tips for Instant Messaging (IM)
Instant Messaging can also mean instant trouble if you don’t take the appropriate steps to avoid security and privacy dangers.
What is Instant Messaging?

IM is the exchange of text messages through an IM software application (e.g.; AOL, Yahoo! Messenger, Windows Live Messenger, etc.) in real-time.  IM differs from e-mail in the immediacy of the message exchange and also makes a continued exchange simpler than sending e-mail back and forth. In addition, some of the IM software applications now offer file sharing, voice messaging and video chat.
What are the dangers of Instant Messaging?
· Like any other software, IM software may have vulnerabilities that attackers can exploit (viruses, worms, spyware, spam, etc…). Since IM is real-time, malicious attacks spread quickly and can do an enormous amount of damage in a short period of time.        

· The default security settings in IM software are typically very permissive to make it more open and usable, which also makes you more susceptible to attacks.
· The identity of other IM users can be elusive and it’s difficult to be absolutely certain you know to whom you’re talking. For example: IM accounts may be shared by multiple people; IM users may lie about their identity; IM accounts may be compromised; IM users may forget to logout, making their account available for someone else to use; etc…
· You can’t be sure who else might be seeing the IM conversation.  There could be someone else looking over the shoulder of the person you’re instant messaging. Also, if you’re using a free commercial IM service, the IM messages may be archived on one of their servers and you have no control over what happens to those server logs.
· Social Engineering attacks are especially effective with IM because the user is in a setting where they feel comfortable with the “person” to whom they are talking.  An attacker has a better chance of convincing someone to click on a malicious link or run a program if they can gain their trust in an IM conversation. IM is a prime target for online scams, identity theft and other predatory behavior.
· SPIM is spam sent over IM containing offensive language or links to web sites, etc…

TIPS to avoid Instant Messaging dangers?

· Be careful when creating an IM screen name – each IM program asks you to create a screen name.  Be sure your screen name does not provide or allude to personal information.  For example, use a screen name such as BasketballFan instead of ChapelHillBen. Be sure you use a strong password as well.
· Do not list your screen name in public internet directories or online community profiles and don’t give them to strangers. Some IM services link your screen name to your e-mail address when you register. The availability of your e-mail address can result in increased spam and phishing attacks.
· Never provide sensitive information, such as patient information, social security numbers, personnel information, credit card numbers, etc… in an IM conversation. 
· Only communicate with people you know who are on your contact list.  Never open pictures, download files, or click links in messages from people you don’t know.
· Protect your computer and data by keeping your software up to date (IM, operating system, anti-virus, firewall).  Some firewall and anti-virus programs provide additional protection for IM services, be sure to enable them.

· If you use a public computer, do not select the feature that allows you to log on automatically.  The people that use the computer after you may be able to use your screen name to log on. 
When using IM, be aware that you are responsible for protecting sensitive information.  Unauthorized use or release of sensitive information may subject the violator to personal, civil, and/or criminal liability and legal penalties. Violations may constitute grounds for corrective action up to and including termination of employment or student status, loss of UNC Health Care and UNC School of Medicine privileges or contractual or affiliation rights in accordance with applicable UNC Health Care procedures.  
