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The long-anticipated federal HIPAA Privacy Regulations finally take effect on Monday, April 14th.  Dozens of people (including several physicians) have literally spent thousands of hours preparing UNCHCS and its people to comply with the Privacy Rules with the least possible disruption to patient care.  Their work has made it possible for us to comply with HIPAA, but ultimately the Health Care System's compliance with these Privacy Regulations still depends on how each of us goes about our business every day.  As regards physicians' usual clinical activities, there are four key issues you are most likely to encounter regularly: 


1.
Privacy of patient information - As you know this is not a new concept, and it is not complicated; what's changed is the potential for a penalty (for you and for UNC) for noncompliance.  Do not dictate or otherwise communicate patient information in public areas.  Take extra care to protect written or electronic documents that contain protected health information (PHI). 

2.
"Opt-Outs" -- Be aware that a hospital patient can choose to limit disclosure of information to some or all people, including family members.  This so-called "Opt Out" provision of the regulations means a patient can request that we not give out any information about her care, or even acknowledge whether she is in the hospital.   Physicians are not directly responsible for documenting and tracking the patient's choice at the time of a given admission.  However you will need to know the patient's preferences if anyone inquires about the patient.  The patient's preferences will be recorded in WebCIS:  If any of the "Opt Outs" are selected there will be a scrolling banner on the bottom of the screen that states "Confidentiality Restrictions".  Clicking on the banner will bring up the details of the restrictions.  Also, if the Notice of Privacy Practices has not been signed this will be indicated on the scrolling banner as well. Additional information on the "Opt-Out" provision is at <http://www.med.unc.edu/ois/hipaa/documents/privacyguidelines_v2.doc> under "Frequently Asked Questions" (near the end of the document). 


3.
Accounting of Disclosures - Physicians and other health care providers often are required by law or regulation to release patient information to external agencies such as Public Health Authorities, Food and Drug Administration, Employer, Health Oversight, Judicial and Administrative Proceedings, Law Enforcement, Deceased Persons (Coroner, Funeral Director, Organ Procurement), Research without Authorization, Specialized Government Functions, Worker's Comp, State Health Data Commission, U.S. Embassies, or Contractors/Vendors/Business Associates (this list is not exhaustive).  The Privacy provisions now require that whenever we release information to an outside agency for reasons other than direct patient care, we record certain information in a "Daily Accounting of Disclosures" Log form, for later entry into an institutional Disclosure Tracking System.  Thus, whenever you release information to an outside agency for reasons other than direct patient care, you or your staff will need to complete the form.  Copies of the Daily Accounting of Disclosures Log are located at the nurse's station (inpatient and ED) or the registration desk (clinics).

The full Health Care System policy on Accounting of Disclosures is available at http://www.unch.unc.edu/HIPAA/default.htm (click on Policies and Forms)


4.
E-mail containing PHI -- The Health Care System is working to strengthen the security of electronic communication of all types.  You will hear more about this as new technologies are implemented.  In the meantime, continue to use email to perform essential business functions. Please also note the following:


a.
E-mail between physician and patient:

You recently received a separate memo from Dr. Sibert on this topic.

That memo is available at http://www.med.unc.edu/hipaa/documents/clinicianemail_guidelines.doc

b.
E-mail within the UNC Health Care System (not including Rex):  The HCS policy permits email containing PHI only if both sender and recipient are within one of the following domains: unch.unc.edu, unchealthcare.org or med.unc.edu. 


Finally, if you have not already done so, please complete the appropriate online Privacy/Security training at http://HIPAAtrain.med.unc.edu <http://hipaatrain.med.unc.edu/>  


Your best source of general information about HIPAA is the School of Medicine HIPAA Resources page at <http://www.med.unc.edu/hipaa/>.  If you have questions about any aspect of HIPAA, please contact directly any of the following individuals:


Lacy Farrell, UNC P&A HIPAA Privacy Officer


Charles Foskey, UNC School of Medicine HIPAA Privacy Officer


Dave Houlette, UNC P&A HIPAA Security Officer


Dennis Schmidt, UNC School of Medicine HIPAA Security Officer 


Judy Baker, Acting UNC HCS Information Security/Privacy Officer

