May 2006

Protecting Sensitive Data

	This headline brought the reality of data security home for millions of Americans this week: 
“Data on 26.5 Million Veterans Stolen from VA Staffer’s Home”
Do you think this VA staffer is having a nice day right now?


Sensitive data must be protected in its many forms such as electronic, printed, voice, etc. In addition to identify theft, the improper disclosure of sensitive data can cause harm and embarrassment to students, faculty, staff and the University. Therefore, it is everyone’s responsibility to ensure that sensitive data is protected. A few examples of sensitive data are Social Security numbers, credit card numbers, driver’s license numbers, personally identifiable patient or student information, personnel information and proprietary research data.

 Here are a few tips that will help protect sensitive data:
1. Avoid copying or downloading sensitive data from the University’s administrative systems to your PC, Web server, PDA, Laptop, etc. unless it is absolutely required and you have authorization to do so. 

2. If there are no other alternatives to copying or downloading data from administrative systems, then additional security controls must be implemented. Some recommendations include: 

      a.  Remove the confidential part of the information from the data if possible
b.  Encrypt the data 
c.  Password protect the data 

d.  Physically protect devices that can be easily moved such as PDAs, memory keys, and 
Laptops
3. Do not store sensitive information at home. This especially includes system backup tapes.  
4. Avoid creating databases or applications that use SSN as identifiers. Create a unique identifier that does not use SSN.
5. Avoid sending un-encrypted sensitive data via email. Email messages can be intercepted by third parties or mistakenly sent to the wrong address.
6. Protect printed sensitive data. Store sensitive data in a locked desk or cabinet.
7. Don’t leave unattended sensitive data on the copier, fax or printer. Shred sensitive data that needs to be disposed.
8. Secure your workstation. Use strong passwords; keep your computer updated with the latest security patches and antivirus definitions.
9. Avoid Peer to Peer file sharing software (Kazaa, BearShare, etc.)
10. Do not download programs, applets and images from unreliable and unknown sources; you might also be downloading Trojans with it.
11. Make sure you sanitize any computer containing sensitive data prior to disposal or transfer of ownership, as required by the UNC SOM electronic data disposal policy.  
