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TIPS TO SECURE YOUR HOME COMPUTERS

We constantly put a lot of emphasis on protecting the information on our work computers, but are you doing the same with your personal computers at home?  Many of us keep very personal information on our home systems such as tax records, bank account information, family pictures, etc.  Are you protecting yourself from viruses or intruders that might destroy your system?  If your system were stolen, would your priceless pictures be lost forever?  Would a thief have an open door to your bank accounts because you saved your passwords on your system?  Below are some of the minimum things you should be doing to protect your home computer: 

* Install anti-virus software and configure it to automatically update its definitions every day.  Virus protection should be a “no-brainer” and is a cheap investment for your protection. 
* Install a firewall: Firewalls create a protective wall between you and the internet.  This is a “must” if you are directly connected to the internet through broadband (Road Runner, DSL, etc.).  Effective firewalls are available for less than $50 now. 
* Wireless Encryption:  If you are using wireless on your home network it is essential that you have it configured for encrypted transmissions, known as WEP.  Without encryption, anybody in your neighborhood or driving by your house can easily attach to your home network and view or threaten information on your network without your knowing it.  
* Security patches: New security vulnerabilities are discovered every day. Keep security patches up to date with automatic updates.  
* Password compromise: Do not save passwords in files, web browsers, VPN clients or any other insecure software.   Passwords are the keys to your kingdom.
* File encryption: Secure sensitive files with file encryption software.  Many inexpensive and free applications are now available on the market and are easy to use. 
* Electrical surges: Protect your systems from electrical spikes by plugging power and modem connections into a surge protector.
* Hardware failure: Periodically back up your files using removable media.  Portable USB hard drives are an effective way to do backups.  Be sure to store the hard drive away from your computer.    

