Viewing Patients’ Medical Records

Curiosity can be a valued component of one’s personality until it becomes an invasion of another person’s privacy.  Inappropriate access to a patient’s medical record is in violation of UNC HCS policy and is a serious matter subject to disciplinary action.

UNC HCS POLICY 

UNC HCS is committed to protecting the privacy of every patient’s medical record and our policy states that physicians, employees or students should only access medical record information as necessary to perform their job related functions or studies.  
The level of auditing of staff and student access into patient records has been increased.  Using a combination of automated and manual review, we focus on the following privacy concerns:
· Physicians, employees, students reviewing records of other physicians, employees or students;

· Physicians, employees, students reviewing records of friends or family members; 

· Physicians, employees, students reviewing records of celebrities or publicly known individuals; and 

· Any physician, employee or student access that is not consistent with their routine job function or studies.

Things to remember:
· Physicians, employees and students should not discuss medical information except as necessary to perform their job related functions or studies;
· Any access from an employee or student’s login will be attributed to that employee/student, so logging off before walking away from the computer is very important;

· If a friend or family member asks you to look into his/her record, or provide information and feedback that would require access to his/her information, you must have a signed authorization on file in Medical Information Management before using your access to view patient records;
· Patients have the right to “opt out” of patient listings that are typically available at the information desk.  If the patient “opts out,”  we are not allowed to even acknowledge that the patient is here;
· Individuals using WebCIS or other operational/clinical systems to look up a patient room number may be logged as violating a patient’s privacy if the patient has opted out of patient listings.  An assistant looking up information for a physician, administrator, or supervisor may also violate the patient’s privacy if the reason for the access is not related to treatment, payment, or health operations;
· Celebrities and publicly known individuals have the same rights to privacy as anyone else, and the higher exposure that follows these patients complicates privacy violations.  Physicians, employees or students should not surf for patients looking to see if a patient will be assigned to their service, unit, or otherwise might be interesting;
· Remember, curiosity is never an acceptable reason to access a patient’s medical record;
· Unless the patient has specifically asked you to notify their church, friends or family members, doing so is in violation of the patient’s privacy rights.

· Access of information on a party to a divorce, separation, break-up, or custody dispute is an indication of intent to use information for personal advantage, and will be considered in the application of sanctions.

· Physicians, employees and students have a responsibility to protect patient information, and should report violations to the Privacy Office, Compliance, or to Medical Information Management.

· Authorization Form – MIM #710-S “Release of Medical Information” should be completed and submitted to MIM prior to accessing medical records.
