Procedure for Executing a SOM HIPAA Business Associate Agreement

Do you contract with vendors who may have access or be exposed to Patient Health Information (PHI) while completing
their work for you? If so, the vendor should sign a Business Associate Agreement (BAA) prior to performing any work.

How do you go about getting a BAA executed for School of Medicine vendors?

Contact Jane Teeter@med.unc.edu or 919-843-7919 to begin the process described in this article.

When SOM departments enter into agreements with outside vendors involving the vendor’s access or exposure to
information considered to be PHI, pursuant to the Health Information Privacy and Portability Act (HIPAA), a BAA is
required. The SOM is the Covered Entity (custodian of the information) and the Business Associate is the vendor
(providing services to the SOM).

When the SOM acts as the Business Associate, the HIPAA Coordinator requests that the SOM standard template be
used, and facilitates the same process as below.

This information is also posted on the SOM HIPAA website http://www.med.unc.edu/security/hipaa.

Persons involved in the process of executing BAAs on behalf of the SOM may include:

e SOM Privacy Officer and HIPAA Coordinator

e Department/Division Business Managers or other persons making purchases or contracting for services
on behalf of SOM

e University Purchasing

e Office of University Counsel Attorneys and Paralegal

The SOM Privacy Officer and HIPAA Coordinator review all SOM requests for BAAs. If it is determined that a BAA is
required when the SOM acts as Covered Entity, the HIPAA Coordinator:

1. records a brief description of products or services being provided by the vendor, together with contact
information for the vendor and the SOM department requesting the BAA, and the renewal date of the
agreement;

2. drafts a BAA using the SOM standard template with a copy of the underlying agreement/contract/purchase
order attached to the BAA as Exhibit A;

3. forwards two original BAAs to the Business Associate for signature, together with a cover letter stating the
Business Associate’s obligation to require their staff to complete HIPAA online training at;
http://www.unc.edu/hipaa/secprimodule.pps then print and sign the acknowledgment form
http://www.unc.edu/hipaa/trainingacknowledgement2.pdf to be kept on file in the SOM HIPAA office.

4. forwards the two BAAs signed by the Business Associate to the appropriate SOM official for signature on
behalf of the University; and

5. retains one fully executed, original BAA on file, returns the other to the Business Associate, and forwards a
copy to the appropriate SOM contact person involved.
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