Protect Your Data and Electronic Devices When Traveling Internationally
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Customs agents at home and abroad are exercising sweeping powers to search and even confiscate electronic devices, especially laptops that cross their borders. In some cases agents just search through data, but in others laptops have been seized and held for months.
In July the US Department of Homeland Security disclosed its policy on the search and seizure of electronic devices. The policy details the ability of department agents to search electronic devices and media (think laptops, cell phones, iPods, digital cameras, USB flash drives, CDs, external hard drives, etc.) and seize these items for an unspecified period of time without a warrant or even the suspicion of wrongdoing. The policy applies to anyone entering this country, including US citizens.
Protect your data and devices:
- Backup essential data
Before international travel, make copies of your important files and leave them behind. Essential data accompanying you across an international border should have a backup copy stored securely in the US.
Any data that you modify or create while abroad should be sent back to the US electronically or stored on a USB flash drive and mailed back home. Remember to encrypt any sensitive data before sending or storing it anywhere.
- Pack light

Delete any unnecessary data before you travel and while you're away
If you will only be using a laptop for e-mail and web browsing, remove any unnecessary documents before you travel. Remember to backup any essential files before you delete them.
- Understand local laws
Modern encryption techniques have become so effective at protecting privacy that some countries have banned the technology outright. Others may require you todivulge the keys used to encrypt the data. Regardless, make sure that you understand the local laws that apply to your data before you cross an international border.
More information:
Travelers' Laptops May Be Detained At Border
www.washingtonpost.com/wp-dyn/content/article/2008/08/01/AR2008080103030.html
U.S. Customs and Border Protection Policy Regarding Border Search of Information
www.cdt.org/security/20080716_CBP Search Policy.pdf
U.S. Immigration and Customs Enforcement - Border Searches of Documents and Electronic Media
www.cdt.org/security/20080716_ICE%20Search%20Policy.pdf
