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	Google Hacking is a term that refers to using any search engine to apply advanced searching techniques to look for specific information (word, phrase, number, name, etc…) that may not be intended for general viewing. Google hackers often use this technique to find an individual’s personal information on the internet and then use it to steal their identity for financial gain.
Vulnerabilities Exploited by Google Hackers
1. Sensitive pages residing on websites:

Often web publishers mistakenly believe that, if there are no links pointing to a file or page in a web directory, then that file or page will not be visible from the web. This is not true!  Sensitive or confidential documents stored in unsecured web space are just as accessible as an HTML page or any other file type whether or not links point to them. Search engines such as Google can easily pick up this information.
2. Directory listing:

A directory listing can be used to allow users to view and download files from a web directory tree. However, a directory listing may not be purposely created. An improperly configured web server creates a directory listing in cases where the index or the main web page is missing (index.html, welcome.html), potentially exposing sensitive information. Where possible, make sure you have an indexing file in each of your web directories.
Google Hacking Prevention Strategies
1. Access controls:

Apply access controls, such as password protection, to restrict access to sensitive information to authorized users only. 

2. Content review and approval:

Web publishers should review all content for quality and accuracy ensuring it is appropriate for public consumption. Sensitive information should not be posted where possible and should never be posted in unsecured web space. 
3. Test the Web site:

File names and links in the web site should be validated. Web publishers should be aware that information not directly linked from the web site may still be accessible to users if it resides in a web server directory that has not been restricted. 

The SOM Office of Information Systems offers web development workshops to teach School of Medicine faculty, staff and students how to create and publish web pages.  Call 966-3519 or register online http://help.med.unc.edu/training/classes/web-development/


Best practices for securing web content: 
National Institute of Standards and Technology(NIST)Checklist - Securing web content[.pdf]
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