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UNC School of Medicine 
Network Access and Security Policy 

 
Purpose 
The purpose of this document is to define the School of Medicine Network Access and Security 
Policy.  The School of Medicine network provides an important tool to enable faculty, staff, 
students, and other entities to exchange information.  Any network event that disrupts the 
availability or integrity of the network or data that flows across it could damage the operations of 
the School.  Therefore, the School of Medicine network must be protected. 
 
Scope 
This policy applies to all network devices connected to the School of Medicine network and all 
users and entities that access it.  The following entities or users are covered by this policy: 

• All faculty, staff, and students who have access to the School of Medicine network 
through any mechanism, including direct connections, wireless connections, or remote 
access mechanisms. 

• Contractors, temporary staff, and vendors who have access to the School of Medicine 
network. 

• Visiting scholars, invited guests, and other entities that have access to the School of 
Medicine network. 

• Any equipment that is connected to the School of Medicine network, including but not 
limited to: 

o Personal computers 
o Servers 
o Laboratory equipment 
o Firewalls 
o Remote access devices 
o Handheld computing devices 
o Printers 
o Network storage devices 
 

Policy 
 
This policy has been written to support the following goals: 

• To protect the School of Medicine network from events which threaten its availability and 
integrity. 

• To establish the security stance for using the School of Medicine network. 
• To educate School of Medicine users about their obligations in using the network. 
 

The School of Medicine network must be used only by properly identified and authorized entities 
and in a manner that does not compromise the confidentiality and integrity of data that flows 
across it. 
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Responsibilities 
 
Network Access and Security Responsibilities 
The School of Medicine Security Officer is responsible for: 

• Defining security requirements, controls, and mechanisms applicable to granting access 
to the School of Medicine network 

• Defining the methods and guidelines used to identify authorized users and entities of the 
School of Medicine network 

• Defining the procedures necessary to ensure compliance to this policy by all School of 
Medicine users and vendors. 

• Facilitating the evaluation of new regulatory, legal, and best practice requirements for 
the ongoing operation of the School of Medicine network. 

• Educating users of the School of Medicine network of current policies and procedures. 
 
Management Responsibilities 
All organizations within the School of Medicine must help implement policy compliance, 
including: 

• Ensuring that staff, faculty, and students comply with this policy. 
• Educating users of the School of Medicine network of current policies and procedures. 
• Identifying the appropriate group to implement security mechanisms and provide 

auditing to measure policy compliance. 
 
End User Responsibilities 
Users must comply with this policy. This includes: 

• Not bypassing any deployed security mechanisms. 
• Not interfering with availability, confidentiality, and integrity of the network. 
• Not interfering with availability, confidentiality, and integrity of resources attached to the 

network. 
• Not utilizing the network for any malicious, unauthorized or illegal activity.  
• Following appropriate procedures to connect to the network, including adding new 

equipment to the network or accessing the network remotely. 
 
Enforcement 
 
A breach of this policy could have severe consequences to the School of Medicine’s ability to 
maintain the availability, integrity, and confidentiality of data that flows across the network. 
Intentional misuse resulting in a breach of any part of this policy will result in prohibiting of 
access to the School of Medicine network and notification of appropriate supervisory personnel.  
These actions may also result in disciplinary or legal action in compliance with School of 
Medicine procedures.   
 
Review 
 
The School of Medicine Security Officer will review this policy periodically.   
 
 
Approved by the HIPAA Planning and Oversight Council (HPOC): January 25, 2005 
 


