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Public Wireless (Wi-Fi) use 

Before you use your computer at the local coffee shop or any public Wi-Fi hot spot, be aware that your transmissions are being sent over the Wi-Fi network “in the clear” (which means a hacker can capture that information).  Connections to the School of Medicine network from public unencrypted wireless networks MUST use an alternate means of end-to-end encryption such as VPN or SSL.

> VPN – (Virtual Private Network) provides an encrypted connection or secure tunnel for transmitting data through an unsecured network such as the Internet to the corporate network.  For information on how to use and configure the VPN client for access to School of Medicine resources, please refer to:


http://help.med.unc.edu/pubs/faqpubs/med_vpn.htm
> SSL – (Secure Socket Layer) technology encrypts transmissions by creating a secure tunnel between your computer and the server.  Before you transmit any sensitive information, be sure to look for indicators that the site is encrypted.  Indicators include the prefix https:// instead of http:// in the URL and a closed padlock or unbroken key on the bottom of your screen.  Online shopping sites frequently use SSL to safeguard credit card information.

If you install your own wireless network at home, activate your base station wireless security settings. 

> Password protect your base station – When setting up a wireless base station, change the manufacturer’s default password.  The default password for any base station model is well known and if left unchanged, anyone within range can access it.
> Require encrypted passwords for wireless access - If you want to prevent neighbors or strangers from accessing the Internet over your wireless network, you can configure the base station to allow access only to users who enter the correct password.  These passwords are encrypted to prevent interception during transmission.
> Restrict wireless access to only your computers – You can set the base station to allow wireless access only to computers that you specify by MAC (Machine Access Code) address.  Simply enter the MAC address of each computer that you want to allow onto your wireless network. MAC address is a unique identifying number on each computer.
> Don’t broadcast your SSID – By default, all wireless base stations broadcast their presence to anyone within range using the SSID (Service Set Identifier).  You can configure the base station to not broadcast the SSID to eliminate this “advertisement” feature.

General computer security protections

Don’t forget general security protections such as setting password protection on your computer and ensuring its physical security.

