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Password Policy for General Users

Policy Statement

All passwords used to access computing devices that connect to the University network
must meet the specific minimum password requirements described below and must be
traceable to individual users. Any suspected compromise of a password must be
reported immediately.

This policy does not supersede any unit or departmental password policy that imposes
more stringent requirements for general users than the minimum requirements set forth
herein.

Scope

This policy sets forth password requirements for UNC individual user accounts.

Audience

This policy applies to any faculty member, staff member, student, temporary employee,
contractor, outside vendor, or visitor to campus (“User”) who has access to University-
owned or managed information or the UNC network through computing devices owned
or managed through UNC-Chapel Hill or through permission granted by UNC-Chapel
Hill.

Compliance

Failure to adhere to these password policies may put University information assets at
risk and may have disciplinary consequences for employees, up to and including
termination of employment. Students who fail to adhere to this Policy will be referred to
the Honor System. Contractors and vendors who fail to adhere to this Policy may face
termination of their business relationships with the University. Violation of this policy
can in some cases also carry the risk of civil or criminal penalties.

Definitions

Onyen: Stands for the "Only Name You'll Ever Need." ITS grants one Onyen per
person for access to a variety of University services. It is the UNC-Chapel Hill login id.
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Information Security Incident: Includes any incident that is known or has the potential
to negatively impact the confidentiality, integrity, or availability of UNC-Chapel Hill's
information. This can range from the loss of a laptop or PDA to the virus infection of an
end-user work station to a major intrusion by a hacker.

Mission-Critical Resource: Includes any resource that is critical to the mission of the
University and any device that is running a mission-critical service for the University or a
device that is considered mission critical based on the dependency of users or other
processes. Mission-critical services must be available. Typical mission-critical services
have a maximum downtime of three consecutive hours or less. Mission-critical
resources for Information Security purposes include information assets, software,
hardware, and facilities. The payroll system, for example, is a Mission-Critical Resource.

Password Circulation: An attempt to bypass the basic password requirement that
prohibits reusing the same password within a specified period of time by changing the
password repeatedly within a brief period of time in order to be able to reuse the
password earlier than intended by the policy.

Password Policy Enforcement: Password rules must be enforced according to the
standards defined in the University’s Password Policy for General Users.

Sensitive Information: Sensitive Information includes all data, in its original and
duplicate form, which contains:

e “Personal Identifying Information,” as defined by the North Carolina Identity Theft
Protection Act of 2005. This includes employer tax ID numbers, drivers' license
numbers, passport numbers, SSNs, state identification card numbers, credit/debit
card numbers, banking account numbers, PIN codes, digital signatures, biometric
data, fingerprints, passwords, and any other numbers or info that can be used to
access a person's financial resources.

e “Protected Health Information” as defined by HIPAA

e Student “education records,” as defined by the Family Educational Rights and

Privacy Act (FERPA)

e “Customer record information,” as defined by the Gramm Leach Bliley Act
(GLBA)

e “Card holder data,” as defined by the Payment Card Industry (PCI) Data Security
Standard

e Confidential “personnel information,” as defined by the State Personnel Act
e Information that is deemed to be confidential in accordance with the North
Carolina Public Records Act
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http://www.ncleg.net/EnactedLegislation/Statutes/PDF/ByArticle/Chapter_75/Article_2A.pdf
http://www.ncleg.net/EnactedLegislation/Statutes/PDF/ByArticle/Chapter_75/Article_2A.pdf
http://www.cms.hhs.gov/SecurityStandard/Downloads/securityfinalrule.pdf.
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=3ffc0950a8613678b375061857a50b16&rgn=div5&view=text&node=34:1.1.1.1.33&idno=34#34:1.1.1.1.33.1.138.3
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=3ffc0950a8613678b375061857a50b16&rgn=div5&view=text&node=34:1.1.1.1.33&idno=34#34:1.1.1.1.33.1.138.3
http://www.ftc.gov/os/2002/05/67fr36585.pdf
http://www.ftc.gov/os/2002/05/67fr36585.pdf
https://www.pcisecuritystandards.org/pdfs/pci_dss_v1-1.pdf
https://www.pcisecuritystandards.org/pdfs/pci_dss_v1-1.pdf
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/ByArticle/Chapter_126/Article_7.html
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/ByChapter/Chapter_132.html
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/ByChapter/Chapter_132.html
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Sensitive data also includes any other information that is protected by University policy
or federal or state law from unauthorized access. This information must be restricted to
those with a legitimate business need for access. Examples of sensitive information
may include, but are not limited to, social security numbers, system access passwords,
some types of research data (such as research data that is personally identifiable or
proprietary), public safety information, information concerning select agents, information
security records, and information file encryption keys.

Reason for Policy

A growing number of information security threats result from unauthorized access to
data stored on computers. Frequently, access to such data is controlled through the
use of password authentication.

The failure to protect data through the use of strong passwords can result in incidents
that expose Sensitive Information and/or impact critical University services. Adherence
to this policy is essential to ensure the security of information at the University, including
Mission-Critical devices and devices storing or processing Sensitive Information.

Standards

All passwords are to be treated as confidential Sensitive Information. This policy
must be followed where technically feasible to the greatest extent possible.

e Users are required to use only account credentials for which they have been
authorized. Attempts to log into an account other than those for which a User has
been authorized are a violation of this policy.

e Use of standard user accounts to run system services is prohibited.

e Users may not attempt to “crack” (decrypt) encrypted or hashed passwords without
the explicit written permission of the Information Security Office.
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Where technically feasible, passwords must not be shared with others except in
emergency situations. In emergency situations, a password may be shared with a
supervisor but must be changed immediately once there is no longer an emergency
need. Examples of unauthorized sharing include sharing passwords with administrative
assistants, coworkers or spouses. If you need assistance with how to share your email
correspondence with an administrative assistant or coworker -- without sharing your
password -- please see http://help.unc.edu/5989.

A password must never be inserted into plain text emails, stored unencrypted in
computer files, or written down.

A password must not have been used within the last 12 months. It is a violation of
this policy to circulate quickly through passwords to bypass this provision.

A password and Onyen or other user ID must share fewer than six (or, if shorter, the
length of the user ID) consecutive common characters.

A password must not be based on personal information, such as Social Security
number, name or date of birth.

A password should avoid words found in any English or foreign language dictionary.
All users are responsible for maintaining the security of their passwords. In the event
that an account is believed to have been compromised, the person detecting the
incident should report the incident immediately to 962-HELP and the Helpdesk
should be asked to open a critical ticket. In addition, the responsible system
administrator should be contacted directly and informed about the password
compromise. An account is deemed compromised if it is known or reasonably
suspected that the account is being used by an unauthorized party. A compromise
will affect the functionality of any account, and the account will not be restored until
the risk associated with any such compromise has been mitigated.

Vendor-supplied default and/or blank passwords shall be immediately identified and
reset upon installation of the affected application, device, or operating system.

To ensure that passwords are of adequate strength, passwords for Users, systems,
applications, and devices must meet, to the degree technically feasible, the following
Information Security requirements:

Password Requirements
Password Expiration Every 90 days
Minimum Length 8 characters
Lock-Out Period 30 minutes, following a maximum of 10
failed attempts to log in.
Renewed Log In Required After 30 minutes of inactivity

A password must contain at least one letter and at least one numerical digit.
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e A password must contain at least one of these characters: ! @#3$%&*+={}?<>""
e A password must not: start with a hyphen, end with a backslash (\), or contain
a double-quote (") anywhere except as the last character.

Related Documents

UNC-Chapel Hill Onyen Password page

Help-document on selecting a strong and effective password
Password Policy for System and Application Administrators
Definition of Sensitive Information

Contacts

Subject Contact Telephone FAX

Policy Questions The University’s 919-445-9393 | 919-445-9488

Report a Violation Information Security Office

Request Information
Security Consulting

History

Effective Date:
Revised Date: 6/30/10
Next Review Date:
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https://onyen.unc.edu/cgi-bin/unc_id/chpw.pl
http://help.unc.edu/4873
http://its.unc.edu/n/ccm1_033419
http://help.unc.edu/6475
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